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Abstract—Context: Facing the implementation of the EU General Data Protection Regulation in May 2018, many commercial
software providers will soon need to adapt their products to new
privacy-related constraints. Privacy patterns deﬁned for different
aspects of the software engineering process promise to be a
useful concept for this task. In this situation, it seems valuable to
characterize the state of the research related to privacy patterns.
Objective: To identify, characterize and classify the contributions made by published research results related to patterns in the
context of considering privacy concerns in engineering software.
Method: A literature review in form of a mapping study of
scientiﬁc articles was performed. The resulting map structures
the relevant body of work into multiple dimensions, illustrating
research focuses and gaps.
Results: Results show that empirical evidence in this ﬁeld is
scarce and that holistic approaches to engineering privacy into
software based on patterns are lacking. This potentially hinders
industrial adoption.
Conclusion: Based on these results, we recommend to empirically validate existing privacy patterns, to consolidate them
in pattern catalogues and languages, and to move towards
seamless approaches from engineering privacy requirements to
implementation.

I. M OTIVATION
The General Data Protection Regulation (GDPR) will come
into effect in the European Union in May 2018 [1]. This
regulation has the goal to harmonize data protection in the EU
and to strengthen the data protection rights of individuals across
Europe. It also includes sizable penalties, of up to 4% of the
annual global turnover, for enterprises that fail to comply with
the regulation. In order to achieve compliance with the GDPR,
many IT system providers, particularly software-producing
enterprises, will need to adapt their systems. This is expected to
cause massive efforts [2]. Hence, equipping software engineers
in industry with effective and systematic approaches for
engineering privacy and data protection requirements into
software is a crucial and valuable area of research.
A few propositions have been made on how to integrate
privacy concerns into the software engineering process. One
approach, called Privacy by Design (PbD), aims at ensuring
that systems conform to privacy regulations, directing particular
attention to a correct translation from legal requirements into
technological solutions [3], [4]. Privacy (design) patterns
have been suggested as a central building block for this
translation [5]. Nevertheless, PbD falls short of deﬁning
concrete privacy patterns or outlining essential characteristics
of such patterns.

Patterns have been extensively researched by the software
engineering community and have been collected in catalogues
for different subﬁelds [6], [7], [8]. Similar catalogues have
also been developed for several technical aspects of software
systems that are related to the ﬁeld of privacy, such as
security [9], [10]. Several large-scale research projects focus
on privacy technology, privacy engineering, and the application
of privacy technology, such as SEMPER [11], PRIME [12],
PRIMELife [13], or FutureID [14], and researchers recently
started investigating privacy design patterns. Joint effort has
lead to collections of patterns such as privacypatterns.org [15]
and privacypatterns.eu [16]. Compared to other areas, however,
privacy patterns are a relatively young ﬁeld.
In this present situation—the relatively young but maturing
ﬁeld of privacy patterns opposed to the urgent need for
systematic approaches to engineering privacy in the light of
the GDPR—it seems worthwhile to review the current state of
the research ﬁeld in order to identify research focuses and gaps
as well potential implications for practical applications. This
motivates the research question of this study: What is the state
of empirical evidence regarding the relevance, occurrence and
use of privacy patterns?
To address these questions, we performed a systematic
mapping study of peer-reviewed scientiﬁc publications on
patterns for privacy in engineering software [17]. Four major
databases of scientiﬁc publications were searched for relevant
articles, followed by a snowballing phase. Relevant articles
were categorized and systematically sorted into a map. Privacy
patterns proposed in the relevant articles were extracted and
categorized for a more ﬁne-grained analysis regarding supported
software activities and privacy strategies.
The remainder of the paper is structured as follows: Sec. II
presents the protocol followed in this mapping study. In Sec. III,
the results of mapping articles and patterns are presented. The
results are discussed and interpreted in Sec. IV. Sec. V outlines
related work, followed by concluding remarks in Sec. VI.
II. S TUDY DESIGN
The mapping study’s design follows the process for this
type of literature study suggested by Petersen et al. [17]. The
original process consists of the subsequent steps of deﬁning
the research questions, conducting the search for research
articles, the screening of articles for relevance, the keywording
of relevant articles, and the data extraction and mapping. Each
of the following subsections covers one of these process steps,

except for the deﬁnition of the research question of the study
which has already been presented in Sec. I.
A. Conducting the Search

The snowballing step added another 25 articles ranked being
relevant, resulting in a total set of 62 relevant articles. The
decision on inclusion or exclusion of the articles retrieved by
snowballing was made during discussions and consensus among
the authors as the much smaller amount of articles retrieved by
snowballing allowed for this more direct and time-consuming
approach.

The initial set of primary studies were retrieved through
querying four large databases of scientiﬁc publications, namely
Scopus, ACM Digital Library, IEEExplore, and SpringerLink.
The search strings applied were expressions in conjunctive
normal form consisting of three disjunctive terms. The literals
C. Keywording and Classiﬁcation
in each term were names of concepts or phrases covering
three different aspects that potentially relevant articles should
The keywording of articles was performed based on their
address. First, relevant articles should address “privacy” or “data abstracts by one author for each article. In many cases, in
protection”; second, relevant articles should refer to “pattern” which the abstracts were considered too short or not sufﬁciently
or other concepts that could be interpreted as patterns, such insightful, the keywording was extended to also cover the
as “best practice”, “anti-pattern”, “smell”, “abstract solution”, introduction, evaluation and conclusion sections. The overall
“reusable solution”, or “repeatable solution”; third, relevant set of articles was keyworded in three iterations. After each
articles should refer to “software engineering”, “software iteration, the classiﬁcation scheme was revised based on any
development”, “software design”, “software architecture” or newly discovered keywords, leading to new categories, splitting
“software technology”. The concrete search strings were adapted or merging of categories, or the removal of categories. In
to the single database’s query language syntax and accordingly particular after the ﬁrst, but also after later iterations, minor
extended by wildcards to also detect inﬂections of the terms misinterpretations of keywords and categories were discussed
used. This initial search step returned 480 articles.
and clariﬁed among the authors.
After the screening of articles (see Sec. II-B), we applied
Based on the insights during this step and the adapted reading
backward and forward snowballing based on the articles consid- depth covering more than the abstract, we decided to remove
ered relevant for the study [18]. For backward snowballing we 13 articles from the set of relevant articles, resulting in a total
focused on references in articles from the initial set of articles of 49 articles as basis for the mapping and data analysis. These
that were listed in their related work sections or that were articles are listed separately in the second part of the article’s
explicitly mentioned as “pattern containing” in introducing bibliography.
sections. Forward snowballing was applied using the articles’
“Cited by” data available in Google Scholar.
D. Mapping
B. Screening of Articles
Five different facets were developed from the keywords
The articles retrieved from the databases and from snow- derived from the relevant articles in order to address the
balling were screened for relevance based on several inclusion research question as stated in Sec. I. These ﬁve facets are:
and exclusion criteria. Articles published via peer-reviewed
• Type of study: What kind of study was performed, i.e
channels were included whereas slide presentations, keynote
which research strategy was applied, e.g. a case study or
abstracts, forewords, and publicly available project deliverables
an experiment?
were excluded if it was not clear whether they had been
• Type of contribution: What is the main contribution of an
peer-reviewed by the research community. The main contentarticle? Does it propose one or more patterns, a pattern
related inclusion criterion was that the title, the abstract, or
language, or is its main purpose the evaluation of the
the associated keywords must mention privacy and patterns
use/occurrences of one or more patterns?
(or one of the synonyms described in Sec. II-A) in a way
• Addressed software engineering activity: Which general
that the researcher performing the screening could conclude
software engineering activity does an article address?
that the focus of the article is in the area of interest. This
• Privacy strategy: According to Hoepman [19], there exist
also excludes articles mentioning these or close terms in the
different strategies to address privacy issues in software.
introductory sentences only, particularly articles which main
This
facet reﬂects which strategies are primarily supported
focus was research on security patterns, only referring to privacy
by
the
contribution of an article.
as potential application on a side note or as related ﬁeld of
• Class of patterns: Is the article concerned with patterns,
research.
anti-patterns, dark patterns, or related concepts?
All articles were initially screened independently by two
During the mapping phase, we also extracted the patterns
of the authors and classiﬁed as “relevant”, “irrelevant”, or
“unclear” by each of them. In case of disagreement or an that were deﬁned in the articles and constructed a separate map
“unclear” vote regarding relevance, the third author had the at the level of patterns. We performed a mapping of the singular
casting vote. This way, 30 articles were considered relevant. patterns regarding the facets of software engineering activity,
Another seven articles for which no consensus could be reached class of patterns, and addressed privacy strategy, following
were included for further processing to err on the side of safety. the same protocol as for the primary articles.

TABLE I
C ATEGORIES OF THE S TUDY T YPE FACET.
Category

Description

Philosophical

The study discusses privacy and patterns in a
theoretical or abstract context without proposing, evaluating, or using concrete techniques
or methods related to privacy and patterns.
The study proposes a novel or signiﬁcant
extension of a technique or method related to
privacy and patterns; applicability and beneﬁts
are shown by a small example or good line
of argumentation.
The focus of the study is the development
or signiﬁcant extension of a tool, model
or method related to privacy and patterns.
Evaluation is performed through a case study
(see below).
The focus of the study is the development
or signiﬁcant extension of a tool, model
or method related to privacy and patterns.
Evaluation is performed through an experiment
(see below).
The study focuses on a single or a small
number of instances of the phenomenon of
interest (privacy and patterns), the boundaries
of its context are often blurred/unclear.
The study focuses on investigating cause and
effect relationships in the context of privacy
and patterns, carefully excluding undesired
factors.
The study focuses on obtaining the same
kind of data from a large group of people/events/systems related to privacy and patterns in a systematic way.

Solution Proposal

Design & Creation +
Case Study

Design & Creation +
Experiment

Case Study

Experiment

Survey

TABLE II
C ATEGORIES OF THE C ONTRIBUTION T YPE FACET.
Category

Description

Pattern Proposal

The contribution consists of, or deals with, one
or more privacy-related patterns (beyond only
mentioning a pattern name or reference).
The contribution consists of, or deals with, a set
of patterns systematically sorted into different
categories.
The contribution consists of, or deals with, a
set of patterns and their interrelationships and
interactions.
The contribution consists of, or deals with, a
categorization of patterns but does not propose
concrete patterns.
The contribution consists of, or deals with, a
notation for modeling privacy-related aspects as
patterns or related to patterns, such as threat
models.
The contribution consists of, or deals with, a
conceptual or technical framework for analysing
software systems using privacy-related patterns.

Pattern Catalog
Pattern Language
Pattern Taxonomy
Modeling Notation

Analysis Framework

E. Replication Package
The artefacts this study bases upon are publicly available in
a replication package. This package can be accessed at https:
//github.com/lenhard/privacy-patterns-replication. It includes
the database search queries, the answer sets of these queries,
and the maps of categorized papers and patterns.

III. R ESULTS
The ﬁrst facet we look at in this section is the study type facet
(see Tab. I). The categories are based on two different sources.
First, some categories are in line with the empirical research
strategies described by Oates, such as design & creation
research (plus different empirical studies for evaluation), case
studies, surveys, and experiments [20]. Further categories are
following the suggestions by Wieringa et al., as long as they
had not already been covered [21].
The categories of the software engineering activity facet
correspond to basic activities in software engineering [22]. We
identiﬁed contributions for the four activities of requirements
engineering, architecture, design and implementation, and
quality assurance. Some articles have been assigned to multiple
categories if appropriate. For instance, there are articles that
propose patterns for privacy requirements and describe how to
transfer them into system design [29].
Fig. 1 illustrates the distributions in terms of numbers of
articles classiﬁed by the software engineering activity and
contribution type facets aligned with the study type facet.
Numbers show that most studies are limited to solution
proposals, i.e., they propose a new contribution or a signiﬁcant
extension to an existing one, but do not provide empirical
evidence to support their contribution. Except for the quality
assurance activity, studies are distributed rather evenly on the
various activities in software engineering, with the highest
number of articles assigned to the architecture category.
Tab. II explains the categories of the contribution type facet.
As displayed in Fig. 1, the main contributions are pattern
proposals. Many pattern proposals are limited to a description of
one or two patterns, e.g. [30], [31], [32]. More comprehensive
pattern catalogs [33], [34], [35] or languages [36], [37], [38]
are rare in absolute numbers.
We also categorised the patterns (148 in total) extracted
from the primary studies into regular patterns, antipatterns,
and dark patterns according to Bösch et al. [33]. Regular
patterns correspond to reusable solutions to common, reoccurring problems, as in the traditional meaning of the term.
In contrast, antipatterns are patterns that were initially designed
to solve a problem, but turned out to have an adverse effect
in practice, in our case effectively compromising or at least
not supporting privacy. An example of this is security images
for site veriﬁcation [39]. Dark patterns [33], in the context of
privacy patterns, have the opposite goal of providing reusable
solutions to re-occurring problems in compromising privacy.
Additionally, the patterns were also categorized according to
the software engineering activity they support. Fig. 2 illustrates
the numbers in these facets and shows that most of the proposed
patterns are regular patterns spread over all the activities.
Almost all patterns classiﬁed as dark patterns in requirements
engineering correspond to threat models that describe how
privacy can be compromised, as for example used by Deng et
al. [40].
Fig. 2 also illustrates a classiﬁcation according to strategies
as guidelines for privacy engineering and PbD deﬁned by
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Fig. 1. Numbers of primary studies classiﬁed by the study type facet aligned with the contribution type and the software engineering activity facets, respectively.
Numbers indicate absolute/relative numbers of papers per category or combination of categories. An article may belong to multiple categories in any facet.
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Fig. 2. Numbers of patterns extracted from the primary studies and classiﬁed by the software engineering activity facet aligned with the pattern class and the
privacy strategy facets. Numbers correspond to absolute/relative numbers of articles per category/combination of category. A pattern may belong to multiple
categories in any facet.

Hoepman [19]. These strategies describe fundamental concepts
of how privacy concerns can be addressed in IT systems.
Two categories of strategies are distinguished: process-oriented
strategies focus on privacy policies and their communication
whereas data-oriented strategies focus on properties of data
to ensure privacy. Tab. III lists and describes these strategies
which we applied to categorize papers into the privacy strategy
facet.
The 148 patterns found are distributed unevenly over the
different strategies with the hide and separate standing out.
Only few patterns were identiﬁed for the strategies demonstrate
(9) and aggregate (7).

IV. DATA S YNTHESIS
In this following sections, we discuss the results of the
study. We address potential implications and recommend further
research actions. Moreover, we outline threats to validity and
reliability and countermeasures taken.
A. Interpretation of Results
The results show that there seems to be generally little
empirical evidence regarding the relevance, the occurrence, the
applicability, or the usage of privacy-related patterns in practice.
Of the 49 primary studies that we have found, only twelve
studies provide substantial empirical evidence, in form of an
experiment, a case study, a survey or design & creation study.

TABLE III
C ATEGORIES OF THE P RIVACY D ESIGN S TRATEGY FACET FOLLOWING THE
S TRATEGIES P ROPOSED AND D ESCRIBED BY H OEPMAN [19].
Category
Process oriented
Enforce
Demonstrate

Control
Inform
Data oriented
Minimize
Aggregate

Separate

Hide

Description
A privacy policy should be in place and be enforced.
It should be compatible with legal requirements and
constraints.
The data collecting party should be able to demonstrate that their data processing complies with the
privacy policy in place and any applicable legal
requirements.
Subjects whose personal data is processed should
always be able to control what kind of data about
them is processed.
Subjects whose personal data is processed should
be adequately informed whenever their data is
processed, by which means and for what purpose.
The amount of personal data processed should be
limited to the minimal amount possible, minimizing
the potential privacy impact of a system.
Personal data should be processed at the highest
level of aggregation at which it is still useful,
restricting the level of detail of personal data as far
as practically possible.
Storage or processing of personal data should
be performed in separate compartments whenever
possible, such that the data cannot easily be used
to create complete personal proﬁles.
Personal data and their interrelationships should be
hidden from plain view.

Firstly, there is only little research on how to connect different
activities in the development process through patterns related to
engineering privacy aspects into software. This is also reﬂected
by the fact that one category of the software engineering activity
facet which we originally had had in mind—patterns for the
software engineering process as such—did not make it into
the ﬁnal scheme because no paper had been assigned to that
category.
Secondly, only very few studies investigate exhaustive pattern
catalogues and pattern languages giving advice on how to
connect patterns across activities at different stages of the
development process and on how patterns related to privacy
interrelate with general patterns, such as design patterns, or
patterns of other areas, such as security. The pattern catalogues
found are quite specialized, such as a dark pattern list [33],
cloud privacy patterns [34], and a pattern catalogue tool with
a few examples [35]. Pattern languages found relate to privacy
user interactions [36], anonymity technology [37], and patterns
for collaborative ﬁltering applications in social media [38].
The published research results show a clear focus on the
privacy design strategies of hide and separate. The patterns
supporting these two strategies primarily describe encryption
and access control schemes, which are classical areas of
cryptography and security. On the other hand, a surprising
shortage of patterns ﬁtting into the aggregate category was
found. As anonymization and data transformation, which are
typical implementations of this strategy, are widely discussed in
the context of big data and information privacy [23], the lack of
patterns for these functions is surprising. The low representation
of demonstrate patterns—which are supposed to demonstrate
correct handling of personal data to, e.g. auditors—is another
puzzling observation that calls for further investigation facing
the transparency requirements of the upcoming GDPR.

Case studies are the prevalent research strategy among these
studies, either as main strategy or as evaluation strategy in a
design&creation approach. Given the prevalence of this research
strategy with its potential limitations to the generalizability of
results [20] and the overall dominance of non-empirical studies
in the ﬁeld, we must assume that the external validity of the
research results on privacy-related patterns as a whole is quite B. Implications for Practice and Recommendations for Future
limited. The identiﬁed surveys, which in general provide a Research
higher degree of external validity, are mostly contributing to a
It seems that, at the moment, academia provides only little
specialized subﬁeld of interest or are only partially referring to proven or practically validated guidance for practitioners on
patterns. One of the surveys focuses on the usage of interaction how to address privacy concerns in engineering software
patterns for building user interfaces for privacy notices [41], the through the use of patterns. We assume though that such
other one concentrates on regulatory frameworks and touches guidance would be very helpful as the new GDPR of the
upon patterns only brieﬂy [42].
EU will be tougher to comply with, especially for software
Moreover, the description of the case studies or the experi- providers less experienced with privacy-regulated domains
ments in the articles is in most cases very shallow. For example, such as e-healthcare. As this means that little is known about
some articles, which state that they have performed a case study experiences from applying privacy patterns in practice and
for validating a proposed method, limit the description of the about practical prerequisites, conditions, etc. applying to them,
study protocol to a short paragraph mentioning subject groups practitioners might refrain from using them.
[29], [43], [44]. Apart from stating that the application of the
Moreover, the available privacy patterns are often quite hard
proposed method was successfully evaluated, further results to access not only for practitioners as they often lack required
are hardly reported. It is difﬁcult to evaluate the validity of detail and clarity in their descriptions. Comparing patterns and
such case studies or to replicate them based on this level of evaluating their usefulness is difﬁcult because descriptions in
reporting.
existing pattern proposals vary strongly in their precision and
Even though it is an explicitly stated goal of PbD to their level of abstraction.
Furthermore, proposals of isolated patterns are dominating
provide an holistic approach to actually implement privacyrelated requirements into IT systems, the research regarding and pattern languages, relating patterns to each other and
privacy patterns seems quite fragmented in different dimensions. providing a cohesive single reference for practitioners only

exist for specialized aspects. This, and the lack of approaches
addressing the overall software engineering process holistically,
might further hinder adoption of privacy patterns in practice
at the moment.
In order to increase the ﬁeld’s maturity further and to provide
a valuable and veriﬁed toolbox for software engineers in
practice, we recommend:
1) To harmonize existing privacy pattern-related approaches
and privacy patterns, to unify the description format for
privacy patterns, and to develop taxonomies to structure
the set of privacy patterns available;
2) To develop privacy pattern catalogues and languages that
relate patterns for different software engineering activities
as well as patterns for other but related aspects such as
security patterns or general software design patterns;
3) To further intensify research efforts related to patterns
supporting under-represented privacy design strategies,
such as demonstrate and aggregate;
4) To empirically evaluate all aspects of privacy-related
patterns and pattern-based approaches, such as their
occurrence, usefulness, or applicability in software engineering practice;
5) To broaden the scope of empirical evaluations beyond
single case studies, e.g. to conduct surveys and experiments.
Consolidating the area of privacy patterns and improving
empirical evidence related to it could signiﬁcantly help realizing
the PbD paradigm and increasing its acceptance in industrial
software engineering practice.
C. Validity & Reliability
In this section, we discuss potential validity and reliability
issues and describe the actions taken to address them.
We distinguish three types of validity according to the
scheme described by Brewer and Crano [24]. Construct validity
refers to the degree to which measurements taken relate to
the studied phenomenon. The studied phenomenon in this
work are published research articles related to patterns in
privacy, their focus, and the empirical evidence provided. The
measurement taken is the sorting of articles into the systematic
map based on keyworded abstracts (see Sec. II and Sec. III). We
noticed that abstracts sometimes lacked information regarding
the categorization scheme or used terms incorrectly, potentially
misleading the mapping of such articles. This observation
is line with ﬁndings from other studies, for example, by
Mendes [25]. Being aware of this threat to construct validity,
we adapted the reading depth to further sections in cases where
the abstract did not provide sufﬁcient information, following
the recommendation by Petersen et al. [17].
External validity refers to the degree to which the results
of a study can be generalized to a wider population. For this
study, this refers to whether the focuses and gaps identiﬁed in
the reviewed articles are representative for the overall body of
published research results. The main threats to external validity
in this case are that irrelevant papers might have been included
or relevant papers might have been ignored. We tried to mitigate

against the risk of missing relevant papers by retrieving articles
from four different databases and thoroughly deﬁning the search
query strings. Furthermore, we applied snowballing techniques
to identify relevant articles not listed in those databases to be
as exhaustive as possible and to further minimize the risk.
The third type of validity, internal validity, refers to the
degree to which a study ensures that a factor, and only this
factor, is causing a certain effect. Since this study does not
attempt to establish such a causal relationship, we do not
consider threats to internal validity here.
Reliability refers to the data gathering and analysis procedures being consistent in the sense that performing gathering
and analysis twice will return the same results. A major threat to
reliability in literature studies are personal or biased judgements
by the participating researchers. To mitigate against this risk,
all articles were independently screened by at least two of the
authors. In the ﬁrst step of this screening, involving exactly two
authors, 405 out of 480 articles (84,4%) were identically judged.
The number increased to 473 articles (98.5%) after involving the
third author (see Sec. II-B). The inclusion of papers identiﬁed
through snowballing was discussed in the group of authors to
avoid potential individual bias in that step. The keywording
of articles and development of the categorization scheme was
performed in iteration, discussing the scheme and reﬁning it
after each iteration, to avoid misunderstandings of the categories
and to further improve reliability.
V. R ELATED W ORK
To the best of our knowledge, this mapping study is the ﬁrst
attempt for a literature study in the ﬁeld of privacy patterns.
Nevertheless, several other literature studies from connected
ﬁelds or with different privacy focus exist.
The most related study from the ﬁeld of privacy is a mapping
study on patient data privacy from 2011 [26]. It assessed what
sort of privacy solutions were available in different software
development stages, and how they address the U.S. based
Markle Foundation’s privacy principles for electronic health
systems. The study sampled 4670 articles, from which 58 were
selected. In the classiﬁcation of research type, 49 of 58 articles
were classiﬁed as solution proposals, 6 as a validation study,
and 3 as an evaluation. These ﬁgures mirrors the prevalence
of non-empirical studies that we identiﬁed for privacy patterns
in a different subﬁeld of privacy engineering.
A recent mapping study on security patterns [27] tried to
characterize the current status of the research ﬁeld based on a
map of 30 articles and concluded that research is focused on the
application of security patterns. The authors found that slightly
more than half of the articles provide a form of experimental
evaluation of proposed security patterns which is a considerably
higher amount of attempted evaluation than what we have found
for privacy patterns which were not mentioned in said study.
The higher ﬁgures of empirical studies may be due to the
maturity of the ﬁeld of security patterns as an earlier review
of security patterns from 2007 attested an overall poor quality
in pattern documentation [28]. Although not concerned with
privacy patterns speciﬁcally, these studies show that empirical

studies in the very closely related ﬁeld of security patterns
become more common, which backs our recommendations
regarding these types of studies.
VI. C ONCLUSION
Privacy patterns can be a powerful building block of privacyby-design which, in turn, might be helpful for software
engineers to develop software systems that comply with data
protection and privacy regulations such as the GDPR of the
EU. The goal of this study was to shed some light on the
current state of the research ﬁeld of privacy patterns.
In this study, we constructed a systematic mapping of the
peer-reviewed scientiﬁc literature published in that ﬁeld. We
queried four major databases for articles and screened them
for relevance, resulting in 49 primary studies on the subject
that were subsequently categorized into multiple dimensions.
Additionally, we extracted the patterns proposed in the relevant
articles, resulting in a set of 148 patterns that were categorized
into multiple dimensions as well.
The results show that harmonizing and consolidating the
proposed patterns and approaches of the ﬁeld appear to be
important areas for future work. Particularly collecting patterns
in pattern languages relating privacy patterns with each other,
but also with patterns of general software development and
security engineering, might be a task worth pursuing.
Furthermore, there seems to be a large potential for empirical
work in this area, such as experiments, case studies, or surveys,
and other types of studies that try to substantiate proposed
patterns and approaches and provide empirical evidence for (or
against) their relevance or beneﬁt. More studies of these types
are highly recommended to increase the validity of research
in this ﬁeld.
R EFERENCES
[1] Council of the European Union, “Regulation (EU) 2016/679 of the
european parliament and of the council of 27 april 2016 on the protection
of natural persons with regard to the processing of personal data and
on the free movement of such data, and repealing directive 95/46/ec
(general data protection regulation),” 2016. [Online]. Available: http:
//eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
[2] P. Blume, “Impact of the EU General Data Protection Regulation on the
public sector,” Journal of Data Protection & Privacy, vol. 1, no. 1, pp.
53–63, 2016.
[3] S. S. Shapiro, “Privacy by design: Moving from art to practice,” Commun.
ACM, vol. 53, no. 6, pp. 27–29, 2010.
[4] A. Cavoukian, “Privacy by design,” IEEE Technol. Soc. Mag., vol. 31,
no. 4, pp. 18–19, 2012.
[5] G. Danezis, J. Domingo-Ferrer, M. Hansen, J.-H. Hoepman, D. L.
Metayer, R. Tirtea, and S. Schiffner, “Privacy and data protection
by design-from policy to engineering,” European Union Agency
for Network and Information Security (ENISA), Tech. Rep.,
2014. [Online]. Available: https://www.enisa.europa.eu/publications/
privacy-and-data-protection-by-design
[6] E. Gamma, J. Vlissides, R. Helm, and R. Johnson, Design patterns:
Elements of reusable object-oriented software. Addison-Wesley, 1995.
[7] F. Buschmann, K. Henney, and D. C. Schmidt, Pattern-oriented software
architecture: on patterns and pattern languages, 5th ed. Wiley, 2007.
[8] L. Hagge and K. Lappe, “Sharing requirements engineering experience
using patterns,” IEEE Software., vol. 22, no. 1, pp. 24–31, 2005.
[9] M. Schumacher, E. Fernandez-Buglioni, D. Hybertson, F. Buschmann,
and P. Sommerlad, Security Patterns: Integrating security and systems
engineering. Wiley, Dec. 2005.

[10] A. K. Alvi and M. Zulkernine, “A natural classiﬁcation scheme for
software security patterns,” in IEEE Ninth International Conference on
Dependable, Autonomic and Secure Computing (DASC), 2011.
[11] G. Lacoste, B. Pﬁtzmann, M. Steiner, and M. Waidner, SEMPER - Secure
Electronic Marketplace for Europe, ser. Lecture Notes in Computer
Science 1854. Springer, 2000, vol. 1854.
[12] J. Camenisch, D. Sommer, and R. Leenes, Digital privacy - PRIME
- Privacy and Identity Management for Europe, ser. Lecture Notes in
Computer Science. Springer, 2011, vol. 6545.
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